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Background



Software Development Process

4

Phase I:
Specification

Phase II:
Design

Phase III:
Implementation

Phase V:
Maintenance

Phase IV:
Testing

Test Case Generation,
Fuzzing,
Symbolic Execution,
…

Automatic Program Repair,
Program Synthesis,
…

Bug Report Analysis,
Dependency Analysis,
Anomaly Detection,
…



Traditional Code Analysis Techniques
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C Language
Released in the 1970s

Data/Control Flow Analysis
Proposed in the 1973

Symbolic Execution
Proposed in the 1970s

Fuzzing
Proposed in the 1988



Natural Language Processing Methods
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Small-Scale Expert
Knowledge
(1950-1990)

Simple Machine
Learning Algs
(1990-2010)

Deep
Learning
Algs

(2010-2017)

Pre-trained
Models

(2018-2023)

LLMs
(2023-
now)



Fast Development of LLMs

7Large Language Models: A New Moore‘s Law?, Hugging Face



An Example from GPT4

8GPT-4 Is Too Smart To Be Safe: Stealthy Chat with LLMs via Cipher, Y. Yan, W. Jiao, W. Wang, J. Huang, P. He, S. Shi, Z. Tu



Intelligent Code Analysis
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Data/Control FlowAnalysis Symbolic Execution

Fuzzing

Pre-trained Code Model

Large Language Model

Bridging the gap between traditional code analysis techniques and current powerful deep learning techniques.

+

Goal:
Effective and Reliable
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Type Inference



Type Inference
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1 def add(num1, num2):

2 a = num1 + num2

3 b = 1 + 2

4 return a + b

Parameters:
num1 : ?
num2 : ?
Local Variables:
a : ?
b : ?
Return Value:
add : ?



Why Type Inference?
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Type Information is the most desired Python feature from developers.

Python Developer Survey 2020, JetBrains. URL: https://www.jetbrains.com/lp/python-developers-survey-2020/



Why Type Inference?
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• Type Information can reduce program errors.

Type errors are the most mentioned
Python program errors.

About 50% of type errors costmore
than one week to be fixed.

PyTER: effective program repair for Python type errors



Why Type Inference?
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• Type Information is essential for maintaining large software projects.

https://www.typescriptlang.org/



How to do type inference? Static Type Inference
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1 def add(num1, num2):

2 a = num1 + num2

3 b = 1 + 2

4 return a + b

____________ ______________

π ⊢ 1 : int π ⊢ 2 : int
(Constant)

π ⊢ 1 : int π ⊢ 2 : int

π ⊢ 1 + 2 : int (Add)

π ⊢ 1 + 2 : int

π ⊢ d : int (Assign)Premise 1, …, Premise N
conclusion



Static Type Inference
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1 def add(num1, num2):

2 a = num1 + num2

3 b = 1 + 2

4 return a + b

Parameters:
num1 : ?
num2 : ?
Local Variables:
a : ?
b : int
Return Value:
add : ?

• Very accurate (sound)

• Suffer from the low coverage
problem



Supervised Type Inference
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1 def add(num1, num2):

2 a = num1 + num2

3 b = 1 + 2

4 return a + b



Supervised Type Inference
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• Address the low coverage
problem

• Require high-quality type
annotations to train



#1 Hybrid Type Inference for Python
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+ accurate
− coverage problems

Static Inference Deep Learning

+ feature agnostic
+ effective for common types
− no guarantee for type correctness
− never predict unseen types

[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu



HiTyper

20[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu
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Type Dependency Graph (TDG)

Graph G = (N, E)
N: nodes E: edges

Four kinds of nodes:
• symbol node / type slot
• expression node
• branch node
• merge node

[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu



Expressions and Rules
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Expressions
Basic Format:

Type Rejection RulesTyping Rules

Infer result types
for expression

Reject operand types
for expression

[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu



Forward Type Inference:

• Start from nodes with no input nodes
• Forward traverse the whole TDG
• Activate typing rules in expression nodes

Backward Type Rejection:

• Start from nodes with no output nodes
• Backward traverse the whole TDG
• Activate type rejection rules in expression nodes

Two Static Inference Processes on TDG
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Basic Format:

Type Rejection RulesTyping Rules

Infer result type for
expression

Reject operand
type for expression

[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu



Neural Type Prediction

Hot Type Slot Finder:
Identify the key variables that hinders the static inference part from inferring other variables
à reduce the variables that predicted by DL models

Similarity-based Type Correction:
Map the never imported type predictions from DL models into valid types
à enhance the ability of predicting user-defined/third-party types

import torch
prediction: tf.Tensor, mapping to: torch.Tensor

24[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu



Effectiveness of HiTyper
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HiTyper shows great 
improvement (11% ∼ 15%) 
on overall type inference
performance, 
and the most significant 
improvement is on return 
value inference (22% ∼
39%).

[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu



Limitations of HiTyper

26[ICSE22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for Python, Y. Peng, C. Gao, Z. Li, B. Gao, D. Lo, Q. Zhang, M. Lyu



Cloze-Style Type Inference
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1 def add(num1:<mask0>, num2:<mask1>) -> <mask2>:

2 c:<mask3> = num1 + num2

3 d:<mask4> = 1 + 2

4 return c + d

Parameters:
<mask0> (num1) : int
<mask1> (num2) : int

Local Variables:
<mask3> (c) : int
<mask4> (d) : int

Return Value:
<mask2> (add) : int



Cloze-Style Type Inference
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1 def add(num1:<mask0>, num2:<mask1>) -> <mask2>:

2 c:<mask3> = num1 + num2

3 d:<mask4> = 1 + 2

4 return c + d

• Do not require a high quality training set

• Lack of static domain knowledge:
With internal knowledge only in the pre-trained code models

• Lack of interpretability:
No idea how the model reaches the prediction



#2 Generative Type Inference
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LLM

Let LLMs act like a static type inference tool!
See what static inference sees, think how static inference thinks.

Input prompt
with static domain
knowledge

Output chain-of-
thought prompt
making predictions

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



#2 Generative Type Inference - TypeGen
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Challenge 1: Lack of static domain knowledge

What knowledge should a model have to infer a type for a variable? (See
what static inference sees)

Knowledge 1: The context of the target variable

Parameters, return value, and local variables are defined based on functions.
Therefore, the entire function can be the context.

Intuitive!

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



The Locality of Type Inference
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However, not
all statements
in the function
are related to
the target
variable.

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Step 1: Code Slicing
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Source Code Type Dependency Graph

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Step 1: Code Slicing

• Remove all statements without data dependencies with the target variable.
• Remove statements with very far data dependencies with the target variable.

33

Sliced CodeOriginal Code

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



#2 Generative Type Inference - TypeGen
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Challenge 1: Lack of static domain knowledge

What knowledge should a model have to infer a type for a variable? (See
what static inference sees)

Knowledge 1: The context of the variable

Knowledge 2: The valid type set of the variable

Valid type set = built-in types + imported types?

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Step 2: Type Hints Collection

Imported types = third-party types + user-defined types

User-defined types:
• Collect all classes in the current source file.

Third-party types:
• Download top 10,000 popular Python packages in Libraries.io.
• Collect all classes and their paths as a third-party type database.
• Query the database based on the import statements in current source file.

35[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



#2 Generative Type Inference - TypeGen
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Challenge 1: Lack of static domain knowledge

What knowledge should a model have to infer a type for a variable? (See
what static inference sees)

Knowledge 1: The context of the variable
Knowledge 2: The valid type set of the variable

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



#2 Generative Type Inference - TypeGen
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Challenge 2: Lack of Interpretability

How to know/guide the model to reach a type prediction like static
inference?
(Think how static inference thinks)

Simulate the inference steps of static inference!

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Step 3: Chain-of-Thought Prompt Generation
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Translate the Type Dependency Graph into a Chain-of-Thought prompt.
[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Step 3: Chain-of-Thought Prompt Generation
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Translate the Type Dependency Graph into a Chain-of-Thought prompt.

• First, the variable DATABASES is 
assigned from a dict.

• Second, the key of the dict is a str. 
The value of the dict is a dict.

• Third, the keys of the dict are a str
and a str. The values of the dict are a 
str and a function call os.path.join.

• Therefore, the type of the variable 
DATABASES is `dict[str, dict[str, 
str]]`.

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Put All Together…

40[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



In-Context Learning
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Static Analysis
Generated

LLM Predicted

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Performance of TypeGen

42[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Performance of TypeGen
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TypeGen is capable of consistently improving 
the zero-shot performance of type inference for 
language models with different parameter 
sizes and achieves 2x ~ 3x of improvements 
made by the Standard ICL setting.

[ASE23] Generative Type Inference for Python, Y. Peng, C. Wang, W. Wang, C. Gao, M. Lyu



Awards

• ACM SIGSOFT Distinguished Paper Award (ASE’23)
• ACM SIGSOFT Distinguished Paper Award Nomination (ICSE’22)

44



THREE
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Automatic Program Repair for Type Errors



Back to the Type Errors
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• Type Information can reduce program errors.

Type errors are the most mentioned
Python program errors.

About 50% of type errors costmore
than one week to be fixed.

PyTER: effective program repair for Python type errors
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#3 Domain-aware Prompt-based Type Error Repair

Prompt-based program repair

+ Do not need training set
+ Most effective
- Require good prompt template design

Neural Machine Translation-based Program Repair

+ Do not need human design
- Need high-quality dataset

Rule-based Program Repair

+ Accurate
- Need manually defined rules and templates

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu



• Incorporate domain knowledge into prompt templates

48

Motivation

Prompt-based program repair

+ Do not need training set
+ Most effective
- Require good prompt template design

General prompt template:
user_pass = ’%s:%s’ % (<mask>…<mask>unquote(password))

Bug Line:
user_pass = ’%s:%s’ % (unquote(user), unquote(password))

Domain-aware prompt template:
user_pass = <mask>…<mask>(’%s:%s’ % (unquote(user),
unquote(password)))

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu
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TypeFix

GitHub Pull
Requests

Bug
Fixes Fix

Patterns

Hierarchical  Clustering

Pre-trained
Model

 attributes =
user.get('attributes', {}) or <mask>

Code Prompt

 attributes =
user.get('attributes', {}) or {}

Patch

Fix Parsing

Prompt-based Patch Generation

Internal
Context

External
Context

Frequency-Aware
Template Matching

 attributes =
user.get('attributes', {})

Buggy Code

Selected Fix
Template

Fix Templates .....

Clustering Tree

Coarse-
Grained

Fix Template Mining

Fix Template Matching

Fine-
Grained

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu
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Fix Template

Root

Variable

value

Root

Compare

Op

IsNot

opcomparators left

B_Tree A_Tree

Root

If

IC_Tree

（test, test)

Root

Assign

Call

Variable

value

Variable

value

BC_Tree

value targets

args

     if value_type in ('boolean', 'bool'):
         value = boolean(value, strict=False) 
-     elif value:
+    elif value is not None:
         if value_type in ('integer', 'int'):

(c) Fix Pattern (d) Internal Context (e) External Context

(a) Fix Commit

Root

Variable

value

Root

Compare

Op

IsNot

Literal

None
Reference

opcomparators left

Bug_Tree Fix_Tree

If
If

(b) ASTs of Buggy Code and Fixed Code

If
If

test body
body

test
....

....

Variable

value

Literal

None
If

rn

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu
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Phase I: Fix Parsing

Root

Variable

value

Root

Compare

Op

IsNot

opcomparators left

B_Tree A_Tree

Root

If

IC_Tree

（test, test)

Root

Assign

Call

Variable

value

Variable

value

BC_Tree

value targets

args

     if value_type in ('boolean', 'bool'):
         value = boolean(value, strict=False) 
-     elif value:
+    elif value is not None:
         if value_type in ('integer', 'int'):

(c) Fix Pattern (d) Internal Context (e) External Context

(a) Fix Commit

Root

Variable

value

Root

Compare

Op

IsNot

Literal

None
Reference

opcomparators left

Bug_Tree Fix_Tree

If
If

(b) ASTs of Buggy Code and Fixed Code

If
If

test body
body

test
....

....

Variable

value

Literal

None
If

rn

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu

• Definition of Template Tree Node
A node is a quadruple (bt, t, v, i) where 

bt ∈ {Variable, Op, Literal, Builtin, Type, Attribute, Expr, Stmt} is the base type of node, 

t is the AST node type, v is the value, and i is the id. 



• Distance of Fix Patterns
• Defined as 1 minus the rate of same nodes in two template trees
• Calculate from the root to leaves, i.e., two nodes can be compared if and only if their parent nodes are the

same (top-down)

52

Phase II: Fix Template Mining

• Distance of Contexts
• Defined as 1 minus the rate of same nodes in two template trees
• Calculate from leaves to the root, i.e., two nodes can be compared if and only if their children nodes in the

leaf-root path are the same (bottom-up)

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu

Overall Methodology: Hierarchical Clustering



• Abstraction of 2 Nodes a and b in Fix Patterns or Contexts

• Same Node: a and b are exactly the same, and they can be reserved for the generalized fix template.

• Value Abstraction: a and b have the same types but different values. We create a node with the same type 
and set the value as a special ABS token to indicate a hole.

• Type Abstraction: a and b have the same base types but different types and values. We create a node with 
the same base type, and set the type and value as a special ABS token to indicate a hole.

• Node Removal: a and b have no common attributes. We directly remove the two nodes.

53

Phase II: Fix Template Mining

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu
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Fix Template Mining Example

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu



• Select Fix Templates
• Traverse the clustering tree from the root to leaves and compare the fix templates with the AST of the target
buggy program

• We select the deepest fix template in the clustering tree to obtain the most detailed fix template
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Phase III: Fix Template Matching

• Rank Fix Templates
• Group different fix templates with the same contexts
• Rank the fix templates in one group according to the occurrence frequency obtained in the mining phase
• Rank the groups according to the abstraction ratio, i.e., the rate of program holes that require LLMs to
synthesize

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu
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Phase IV: Patch Generation

Bug Line:
user_pass = ’%s:%s’ % (unquote(user), unquote(password))

Domain-aware prompt template:
user_pass = <mask>…<mask>(’%s:%s’ % (unquote(user),
unquote(password)))

Patch:
user_pass = to_bytes(’%s:%s’ % (unquote(user),
unquote(password)))

[ICSE24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu

LLM
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Evaluation

[ICSE’24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu

TypeFix successfully fixes 55 and 26 bugs in two benchmarks, 
outperforming state-of-the-art approaches by at least 14 bugs and 9 
bugs, respectively. Meanwhile, TypeFix obtains the most unique 
type error fixes in two benchmarks.

Unique type errors fixed by each approach.
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Evaluation

Comparison with rule-based approach

Ablation Results

[ICSE’24] Domain Knowledge Matters: Improving Prompts with Fix Template for Repairing Python Type Errors, Y. Peng, S. Gao, C. Gao, Y. Huo, M. Lyu

TypeFix achieves a template coverage of about 75% on both 
benchmarks, which is 30% larger than that achieved by fix
templates manually defined in PyTER.

Ablation results also demonstrate the usefulness of fix templates 
mined by TypeFix under each category.




